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Abstract: The sharing of personal health records has the potential to enhance diagnostic accuracy
and advance medical research. Currently, to reduce data upkeep costs, personal health records are
often entrusted to third-party entities, like cloud service providers. This practice, however, raises
concerns about patients losing direct control over their records, as these semi-trusted providers may
compromise confidentiality and integrity. Addressing these concerns, we propose a new system for
sharing personal health records electronically (EHR) built on blockchain technology. Unlike
traditional approaches, our system ensures data integrity verification through a combination of
symmetric encryption, attribute-based encryption, and fine-grained access control. Notably, patients
can transfer attribute private keys, eliminating security issues associated with centralized attribute
authorities. In our innovative system, hash values of encrypted personal health information are
stored in the blockchain, with the corresponding index set saved in a smart contract. This
architecture significantly improves the efficiency of data integrity verification. Through
performance evaluation and security analysis, we demonstrate that our system is both secure and
practical for real-world use.
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1. Introduction

In recent years, the rapid development of network information technology and cloud technology has
had a significant impact on the way people live. The emergence of a system for sharing Electronic
Health Records (EHR) based on electronic data and cloud computing enables patients to store,
manage, and share their health information in a convenient, accurate, and efficient manner[1].

As a type of healthcare information recorded and managed by the patient, Electronic Health
Records provide the patient with a complete and accurate online medical history. Primarily
searched Strategy for symmetric encryption that ensures the cloud server cannot discover the
plaintext of the keyword or the plaintext of the search results when the keyword is searched using
its ciphertext[2]. Based on the differences between ciphertext and key expression forms and
application scenarios, we subdivided attribute-based encryption into key policy attribute-based
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encryption and ciphertext policy attribute-based encryption and developed the first key policy
attribute-based encryption scheme[4]. A blockchain-based medical data gateway that provides
patients with easy and private access to their data. Blockchain technology has the potential to
revolutionize the healthcare industry.

The administration of Electronic Health Records (EHR) is one area where blockchain can
have a substantial influence. A blockchain-based EHR sharing scheme can offer individuals
with a safe and transparent platform for managing and exchanging their health information
with authorized organisations. The purpose of this paper is to investigate the viability and
possible benefits of a blockchain-based EHR sharing system with verifiable data integrity.

The emphasis will be on the construction of a secure and efficient system that ensures the
privacy and confidentiality of sensitive health information and for the secure exchange of
data between patients and healthcare providers. In this work, potential solutions to issues
such as scalability, interoperability, and regulatory compliance associated with deploying
such a system is been investigated. The work carried out, will also examine the possible
effects of such a system on the healthcare business, such as improved patient outcomes,
decreased healthcare costs, and greater data security and privacy.

On the basis of blockchain, we offer a new system for sharing personal health records
whose data integrity can be verified. The new system employs symmetric encryption,
attribute-based encryption, and fine-grained access control to address the challenges of
privacy disclosure and loss of control rights in the process of sharing personal health
records. Unlike earlier schemes of a comparable nature, the novel scheme permits patients
to transfer attribute private keys to users, hence eliminating numerous security issues posed
by the scheme's attribute authority.

Specifically, the new system maintains the hash values of encrypted personal health
information in blockchain, and the corresponding index set is saved in a smart contract,
which can further enhance the efficiency of data integrity verification. Lastly, performance
evaluation and security analysis reveal that our system is secure and usable in practice.

2. Scope of the work

In the current system, patients often relinquish control of their healthcare data, with service
providers assuming primary responsibility. Patient access to Electronic Health Records
(EHRs) is constrained, hindering seamless sharing with healthcare professionals or
researchers. The lack of interoperability among different providers, hospitals, and research
organizations adds complexity to data exchange, resulting in fragmented medical records

rather than a unified system. Our Proposed system overcome the flaws of the Existing
System such as Patient’s access permissions to electronic health records (EHRs) are
extremely restricted, and patients are often unable to easily share these records with
researchers and physicians. Also enhances the interoperability issues between diverse
providers, hospitals, research, etc. and the reduced safety.

The proposed introduced system leverages the groundbreaking technology of blockchain,
utilizing a peer-to-peer distributed ledger for recording transactions, agreements, and
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sales[3]. Key benefits of blockchain technology encompass decentralized maintenance, a
block-then-chain data storage structure, secure data transfer and access, as well as tamper-
proof and highly secure data integrity. Harnessing these distinctive features within an
Electronic Health Records (EHRs) system, blockchain facilitates the effective management
of authentication, confidentiality, accountability, and data sharing. This includes the secure
transfer of information related to privacy, conservation of medical resources, and improved
patient facilitation, ultimately enhancing population healthcare.

In a collaborative EHRs system hosted on a cloud storage platform with participation from
multiple departments like hospitals, pharmaceutical units, insurance providers, and illness
research entities, services for patients are collectively administered. To prevent EHRs
misuse, individual department rights are restricted. This establishes a blockchain-based
architecture for EHRs, where each patient possesses a dedicated healthcare blockchain. All
relevant information, such as EHRS, consumption records, and insurance details, is
encapsulated in a single block post-hospital treatment.

The patient's therapeutic journey unfolds in distinct blocks corresponding to different
periods. These blocks are then arranged in chronological order to construct a
comprehensive healthcare blockchain for the patient. Authorized entities can access the
patient's health records through the blockchain but are unable to modify information within
established blocks, ensuring the integrity of critical details like drug allergies and dosages.
When patients seek treatment at other clinical departments or hospitals in the future, the
new entity must authenticate the patient and validate their blockchain. This approach not
only conserves medical resources but also prevents redundant examinations.

3. Module Design

The level 1 design (high-level architecture) gives an overview of the system architecture,
its components, and their relationships. This design level specifies the system's high-level
structure, as well as its primary functional and nonfunctional needs.
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Figurel: Levell-Overview of the system architecture

Level 2 Design (Detailed Component Design): The level 2 design provides a more
comprehensive perspective of the system's components and their interactions. This design
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level specifies the internal architecture of each component, including algorithms and data
structures, as well as component interfaces.
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Figure 2; Level2- Data Flow Diagram
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Figure 3: Level3- Data Flow Diagram

Level 3 Design (Implementation Design): The level 3 design outlines how each component
will be implemented in code at the lowest level of detail. This level of design specifies the
programming language, tools, and libraries that will be utilized, as well as the algorithms
and data structures for each component in detail. It also includes the actual implementation
of each component's code.

The design and implementation in our work comprises several key components, but not
limited to blockchain technology, also includes a peer-to-peer distributed ledger, symmetric
encryption, attribute-based encryption, fine-grained access control, smart contracts, and
hash values which performs the following functionalities:
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= Blockchain Technology: The blockchain is established through a consensus
algorithm, ensuring a decentralized and tamper-resistant ledger.

=  Symmetric Encryption: Utilizing algorithms for secure encryption, ensuring
confidentiality of personal health records.

= Attribute-Based Encryption: Employing advanced cryptographic methods for
attribute-based access control.

= Fine-Grained Access Control: Developing mechanisms for precise control over
access permissions based on attributes.

= Smart Contracts: Creating self-executing contracts to automate and enforce data
integrity rules within the blockchain[.

= Block-Chain Service: Verifies transactions on the blockchain to ensure they meet
consensus rules and are valid. create new blocks in the blockchain using consensus
algorithms. Performing cryptographic operations to secure data on the blockchain,
including encryption of sensitive -HER.Manages public and private keys associated
with blockchain addresses to facilitate secure transactions and access control

= IPFS service- encompasses a range of functionalities related to decentralized file
storage, retrieval, sharing, and content addressing provided by the InterPlanetary
File System protocol.

3.1. Integration of Elements:

e The blockchain is implemented as the foundation, with each patient having a dedicated
blockchain encapsulating their health records.

e Symmetric encryption and attribute-based encryption are integrated to ensure secure and
controlled access to health records.

e Fine-grained access control is applied to manage and restrict permissions for different
entities within the system.

e Smart contracts, blockchain and IFS services are employed to automate processes, such as
the verification of data integrity, encryption, decryption and access permissions.

A patient registers into the system to access their own health records, which may include their
medical history, lab results, and prescription information. The patient is able to examine their
information, change it as needed, and share it with approved healthcare practitioners.
v Access to Patient Records by Healthcare Providers A healthcare provider logs into
the system to access a patient's personal health records. The provider can see the
patient's information, add new information, and modify existing data as necessary. The
provider must be permitted to access the patient's information, and any modifications
they make must be validated to ensure data integrity.
v A researcher logs into the system in order to get de-identified health records for a
clinical research project. The researcher must possess the required authorizations and
adhere to stringent privacy and security measures. The integrity of the data utilised in
the study must be confirmed.

v/ A healthcare provider logs into the system to access the patient's personal health
records in preparation for a telemedicine appointment. During the consultation, the
physician can view the patient's information and add new information to the patient's
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record. The data integrity of the modifications made to the patient's record must be
validated.

v/ A healthcare professional logs into the system to exchange health information with
another healthcare practitioner. The provider must be permitted to access the data and
comply with stringent privacy and security measures. The integrity of the data being
exchanged must be checked.

v Clinical Decision Support: A healthcare provider logs into the system to view the
personal health records of a patient in order to support clinical decision-making. To make
informed treatment decisions, the practitioner can access the patient's information,
including lab findings and medical history. The data integrity of the information used to
support clinical decision-making must be checked.

The combination and integration of these elements collectively contribute to the effectiveness and
innovation of the Blockchain Based Personal Health Records Sharing Scheme with Verifiable
Data Integrity.

4. Implementation snippets and Results

Overall, the implementation of a Blockchain based personal health records sharing scheme with
verifiable data integrity has the potential to revolutionize how personal health information is
managed, shared, and utilized, with numerous benefits for patients, healthcare providers, and the
healthcare industry as a whole.The snippets of implementation are as shown below:

= Smart Contracts steps and snippet:

Install Solidity: To develop and test smart contracts, you'll need to set up a development
environment like Truffle or Remix. Here, we'll use a basic Solidity contract structure.

pragma solidity "8.8.0;

contract HealthRecords {

[/ Structure to store health record

struct HealthRecord {
uint256 id;
string patientName;
string dataHash; // Hash of the health record data for integrit
address owner; // Owner of the record
address[] sharedWith; // Addresses with whom the record is shard

bool exists; // Check if record exists

/f Mapping of record ID to I-chﬂecor‘d
mapping({uint256 => HealthRec

} private records;
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f{ Function to create a new health record
function createRecord(uint256 id, string memory patientMame, string memory dataHash) p|

require(!records[id].exists, "Record with this ID already exists");

!/ Create a new health record
HealthRecord memory newRecord = HealthRecord({
id: id,
patientMame: patientMName,
dataHash: dataHash,
owner: msg.sender,
sharedWith: new address ,

exists: true

f/ Store the record in the mapping

records[id] = newRecord;

= Blockchain Service snippet:

= |PFS Service snippet:
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= Environments snippet:

= Python (Django) steps for Disease Prediction Based on chest X-Ray:

e Model Loading and Prediction: Load a pre-trained model and use it to predict diseases
from chest X-ray images.
¢ Blockchain: Implement a simple blockchain to record predictions securely.
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¢ Django: Create a Django application to upload images, make predictions, and record
them in the blockchain.

= Django models snippet:

Encrypt and Decrypt EHR snippet:
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= Symmetric Key Controller snippet:

4.1. RESULTS:

Walcome to FotientiPod!

Your data, your choice.

Empowering Individuals with control over thesr personal heaith
records, the blockchaln-based revolution ensuras verifiable
ntegrity, dota peivocy, and seamiess sharing, uniocking a new
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Figure 4: Homepage of PatientPad
The homepage showecases a user-friendly interface where patients can easily make appointments.
The navigation bar prominently features login options for patients, doctors, researchers, insurance
providers, and administrators, ensuring secure access for different stakeholders.
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Figure 5: Admin Dashboard
The admin dashboard provides a centralized interface for managing healthcare actors. Admin can
add doctors, researchers, insurance, and pharmacies, facilitating seamless collaboration. The
dashboard displays essential information such as total patients, account balance, and active doctors,

enabling efficient monitoring and administration.

Figure 6: Admin Login-Doctor Management

The appointment booking interface empowers patients to select doctors based on their preferred
choice and specialty. This user-friendly interface enhances patient engagement and promotes a

patient-centered healthcare experience.
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Figure 7: Booking an Appointment

The doctor prescription and diagnosis interface allows doctors to seamlessly write prescriptions
for patients, including symptoms, dosage, and medicines prescribed. The interface also enables
doctors to predict chest diseases by uploading patient images, enhancing diagnostic accuracy.

Fatient Medical Recard

Figure 8: Doctor noting the Prescription
The patient dashboard offers a centralized platform for individuals to access and manage their
medical records securely. Patients can view their health information, share record selectively with
doctors, pharmacies, insurance agencies, and researchers, fostering collaborative care.
The dashboard enables patients to maintain control over their health data while facilitating
personalized and informed healthcare decisions. Additionally, patients can appoint a nominee to
ensure continuity of care and support in their healthcare journey.
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Figure 9: Patient Dashboard

Patient Record

Figure 10: Pharmacy Viewing Patient’s Record
The pharmacy interface allows pharmacies to view patient records that have been shared with
them. This secure access enables pharmacies to retrieve relevant medical information and
ensure accurate dispensing of medications.
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Figure 11: Encryption and Decryption Testing on Postman
The figure illustrates the encryption and decryption testing process on Postman, utilizing
symmetric key encryption and PR-SHA (Pseudorandom Secure Hash Algorithm). This testing
verifies the effectiveness of encryption algorithms in securing data during transmission. By
simulating various scenarios, the encryption testing ensures that sensitive information remains
protected and inaccessible to unauthorized parties.

Figure 12: Verifying Signature Keys
The figure 12 demonstrates the process of verifying signature keys on Postman, ensuring the
authenticity and integrity of data transmitted. By validating the signature keys, the system
confirms that data originates from a trusted source and has not been tampered with during
transit.

565
Vol. 21, No. 1, (2024)
ISSN: 1005-0930



JOURNAL OF BASIC SCIENCE AND ENGINEERING

BrcafDalBSFS2TcrARSCAleDANZlelalsFadBF1DES 99,99 ETH
B EDAEEZZESFIAFIESLF FERDEdSEFIPLEICCFEABES 108,88 ETH
BeBFFCIESAFLT1FOLEREIIDA1TASZEETEEFECULASS 108,98 ETH
BT OfS2EdI2CeT A FCTIABI1ETAFCOERETFSABTTEIS 106,98 ETH
BrIFUAESSUAFIZBSESDIRC1ATLESOALIBCZFARSEEa 108,88 ETH F “u i
BeABALIDBATZ AASE91ELCEECAFIBITODBANCEASAS 106,98 ETH F o

8= 188FCYIB6C T 1EACRCEE1dCBAESIceF2E60aDBd fda 198,98 ETH

Figure 13: Ganache
The figure 13 showcases the simulation of the Ethereum blockchain platform on Ganache, a local
blockchain development tool. This simulation environment enables developers to test and deploy
smart contracts, interact with decentralized applications, and simulate blockchain transactions.

8%a950396C70d2570336CEP6D17aE83cMDA25360734450580861 448447 0deacsS5cle CEID

B=cACCIdA85775978413c1T96a37a10302F2a981391a1497012432570debaSecsd CE=o

Figure 14: Transactions

The proposed implemented system enables rapid access to patient records to enhance care
coordination and efficiency, provides accurate, current, and comprehensive patient information at
the point of care, securely supports sharing electronic information with patients and other
physicians. Also provides the clinicians diagnose patients more accurately, eradicate medical
errors, and provide safer treatment and improves patient-provider engagement and communication,
as well as health care accessibility by facilitating safer and more reliable prescription.

5. CONCLUSION AND FUTURE ENHANCEMENTS:

In conclusion, the PatientPad — A Decentralized Solution for EHR Sharing presents a robust
solution for seamless Electronic Health Record (EHR) sharing using blockchain technology. The
application offers a user-friendly interface that caters to the needs of different healthcare actors,
including admins, doctors, and patients. Through the implementation of smart contracts and
decentralized storage, the application ensures data integrity, privacy, and secure access to medical
records.

The system successfully addresses the challenges of interoperability and data security in healthcare
by leveraging blockchain's immutable and transparent nature. The admin functionalities allow for
efficient management of doctors, pharmacies, insurance companies, and researchers, ensuring
seamless collaboration and coordination among these stakeholders. The patient-centric approach
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enables patients to book appointments, consult specific doctors, and grant access to authorized
entities, empowering them to take control of their healthcare journey.

The work carried can be further enhanced by implementing enhanced data analytics capabilities,
Integration with Telemedicine to facilitate virtual consultations, integration of Al and Machine
Learning: Integrate Al and machine learning algorithms and continuously enhance the security
measures by implementing multi-factor authentication and regular security audits to safeguard
sensitive patient data and prevent unauthorized access.
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